TWG Meeting Report 8 October 1998

The PKI TWG met on 8 October at the USPTO in Arlington Virginia.
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Discussion

The meeting focused on Directory Issues

Sharon Boeyen (Entrust) made a presentation: Directory Technologies for PKI Repositories
<http://csrc.nist.gov/pki/twg/presentations/twg-98-67.pdf>. Sharon’s presentation was an overview of
standards based directory technologies (X.500 & LDAP) applicable to a PKI. sheidentified a number
of theissuesinvolved in setting up a directory for use with a PKI. Sharon stated that X.500 does sat-
isfy al PKI repository requirements, however LDAP is more widely implemented and therefore is the
repository access protocol of choice. Many X.500 compliant directories offer LDAP front ends and the
combination of LDAP access to X.500 based directories does the best job of any existing technology of
serving PKI needs.

Frank Hecker (Netscape) made a presentation: Basics of Lightweight Directory Access Protocol
<http://csrc.nist.gov/pki/twg/presentations/twg-98-69.pdf>. Frank described the history of LDAP and
the reasons for its creation. The LDAP data modd is based on X.500, and has a standard set of attrib-
ute syntaxes corresponding to the X.500 schema. Therefore the two are not incompatible, however
LDAP V2 tendsto return data in “printable string” form and this is a limitation for languages that use

other character sets. LDAP V2 paid little attention to access control and security. LDAP V3 (now just

coming into use) supports additional operations, the use of the UTF-8 character set, “binary blobs’
(useful for signed objects), and improved security, however there is still no standard for access control.
A great deal of work isin progress to further extend LDAP (including access control). Frank pointed
out that the application of LDAP directoriesis not smply “phone book” or PKI applications but also

as apart of the fabric of distributed systems to hold configuration information, user preferences and the

like. Thishelpsto facilitate both management and user mobility in distributed systems. Development
of LDAPinsnow inthe IETF and PKIX references LDAP V2. For PKI there is a certificate format
issue with LDAP V2, which is handled in V3 by the “binary blobs.”

Marion Royal (GSA) made a presentation: “Overview of the Directory Forum Federal White Pages
Initiative and U.S. Government On-Line Directories (USGold)”
<http://csrc.nist.gov/pki/twg/presentations/twg-98-68.pdf>. Marion described the current unorganized
condition of numerous government directories, which are locally useful, but generally not globally ac-
cessible. The US Gold Pilot was atria of a Government-wide directory, based on X.500. As anext
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step in this effort the Directory Forum has been established with the goa in the next step to make ac-
cessible (inside and outside the Government) listings for 80% of government employees by 3 quarter
of FY 99. The US Gold directory will tie together existing diverse technologies, including X.500,
LDAP directories, databases, proprietary e-mail directories and web page personnel locators. The
kickoff meeting of the Directory Forum was held sept.29, and the next meetings will be Oct. 27 and
Dec 8. Send a message to listproc@ds2.fed.gov with “ subscribe dirmaster-L <your name>" in the
body of the message to be added to the Directory Forum discussion list.

Sandy Miklos (NSA) made a presentation: “Certificate Repository Security Discussions’
<http://csrc.nist.gov/pki/twg/presentations/twg-98-63.pdf> Sandy discussed the security issuesin a
large directory system and directory issues in general. Threats include: replay, manipulation, masquer-
ade, data modification, and denial of service. The repository publish and provide accessto: user pub-
lic key certificates, CA public key certificates, CA cross certificates, CRLs, ARLs, and other related
attributes such as policies. Sandy discussed role separation, audit information, authentication of op-
erators and users, and access control. Sandy concluded that no access control should be required to
read attributes (at least for most civil agencies), but strong access control is required for opera-
tors/administrators and for CAs to update PKI1 information in directories. 7 x 24 availability is key for
directories. The X.500 standard presently provides the best options for access control; although LDAP
V3 improves the LDAP picture, it is not clear how well LDAP will implement the full security features
of X.500, including permissions, precedence and access control. A threat assessment and an organiza-
tional security policy are needed, and as well as assurance requirements for the Federal PKI as awhole
and the individual elements of the FPKI

LauraBoyer (J. G. Van Dyke) made a presentation “Implementation Directories”
<http://csrc.nist.gov/pki/twg/presentations/twg-98-65.pdf>. It was based on her experience imple-
menting directories for different clients. The directory is the key component for information manage-
ment, not smply an adjunct to a PKI. Lauraprovided along list of directory design issues, beginning
with identifying the authoritative sources for data. She unidentified a number of interoperability issues
including the protocol versions supported, and ASN.1 encoding inconsistencies (encoding must be pre-
served for signatures to work). Although support for shadowing is an explicit feature of the 1993
X.500 standard, it has proved to be problematic, with little inter-vendor interoperability. She aso pro-
vided along list of directory security issues.

Steve Peterson (Chromatix) presented: “ Directory Security Brief”, which was based on the experience
of Chromatix as a directory vendor. <http://csrc.nist.gov/pki/twg/presentati ons/twg-98-66.pdf>
Chromatix is avendor of secure X.500 and LDAP directory products and security and directory serv-
ices. Two contrasting approaches are signed X.518 directory access operations versus SSL/TLS di-
rectory access. While certificates and CRL s are self-authenticating, directories may contain critical
data (e.g. configuration or routing data) that is not signed and must be protected. Denia of service at-
tacks are athreat. X.500 and LDAP error messages make it difficult to isolate precise errors. Decod-
ing (for storage in the directory) and re-encoding problems interfere with the preservation of signed
objects, and there are particular incompatibilities between the 1988 and 1993 versions of x.500. Clock
synchronization is a problem for X.518 and X.511.

LCDR Paul Friedrichs (DISA) presented: “DoD Medium Assurance PKI Major Directory Challenges’
<http://csrc.nist.gov/pki/twg/presentations/twg-98-64.pdf>. Commander Friedrichs discussed some of
the problems the he is encountering as chief engineer for the DoD Medium Assurance PKI effort,
which is standards based and uses COTS products. A first, and rather surprising problem, is that
COTSdirectory clients do not support multiple certificates for the same user, athough the directories
can contain them. DoD is using separate signature and encryption certificates (needed for key recov-
ery) and is having to stand up two separate directory structures to make both accessible to the clients.
More profoundly, Commander Freidrichs doesn't think that the single directory information tree view
of data, with management by subtrees, meets the needs of alarge, diverse organization like DoD. He
feels that the performance needs of DoD could best be met by alarge scale centralized directory server,



14 Oct.. 1998
TWG-98-70

but that the COTS products don’t begin to address the management of such a directory or the issues
involved in delegating the control of the many attributes that should be contained in such a directory.

The presentations were followed by adiscussion. Bill Burr posed the question, why do we need an LDAP
protocol that seems to be growing to duplicate al the features of X.500, what is lightweight about it when
that happens? A plausible answer: X.500, conceived as a complete solution was too vast to meet the prod-
uct needs of vendors; X.500 implementations have necessarily been subsets, and amost always different
subsets, hence many of the interoperability problems of different products. LDAP is being done in more
digestible chunks; while the solutions are not as complete as conceived by X.500 and DAP, they are easier
to reduce to products, and do meet specific needs well. The attempts of standards committeesto design
comprehensive solutions for the ages have rarely prevailed over more incremental and pragmatic ap-
proaches. Phillip Hallam-Baker stressed that directory and PKI technologies are both rapidly evolving and
asserted that it would be a mistake to try to hitch PKI to tightly to a particular directory approach, while
this evolution is progressing so rapidly.

There was general agreement that some flavor of LDAP (V2 or V3islessclear) is, for better or worse,
going to be the industry standard. The back end of directories and issues such as shadowing, chaining, and
referrals more uncertain and we may have accommodate considerable heterogeneity. Often it isthe very
limited client capabilities that are the most constraining aspect of present COTS products. Noel Nazario
volunteered to take the lead in generating a “wish list” for directories and clients.

Action Items:

- Cashwell: briefing on IKE

- Nazario: Draft of Directory features list.

- Burr: contact NACHA concerning a briefing on their pilat;

The next TWG meeting will be 12 Nov. at BAH, Airport Square #2 near BWI airport.



